Increasing penalties for deliberate and wilful misuse of
personal data

Full Regulatory Impact Assessment
1. Title of proposal

New custodial sanctions for breach of section 55 of the Data Protection
Act 1998 (DPA).

2. Purpose and intended effect
o Objective

To deter more effectively the wilful misuse of personal data by adding to the current
financial sanctions a more severe but proportionate custodial sentence. This will help
increase public confidence in the sharing of personal data in the interests of
legitimate activity including efficient government.

e Background

The DPA currently only allows for a fine for the misuse of personal data rather than a
more serious sanction.

It is an offence to knowingly or recklessly, without the consent of the data controller:

o disclose personal data; (covering, for example, officials passing information
to private detectives).

o obtain personal data; (covering, for example private detectives obtaining
information from officials).

o procure the disclosure of personal information to another person
(covering, for example a private detective paying an official to disclose
information to a journalist).

o Rationale for government intervention

The Information Commissioner’'s Special Report to Parliament, published on the 11
May, highlighted the extent of the illegal trade in personal information and the
corrosive effects that this has on society. It recommends custodial sentences for
offences relating to misuse of personal data. The government agrees with the
Information Commissioners’ Office that the current financial penalties available to the
court do not act as a sufficient deterrent to those engaged in the illegal trade in
personal information.



A number of pieces of legislation already allow for custodial sanctions for the misuse
of personal information. Most recently, the ID Cards Act 2006 will allow for a
custodial penalty of up to two years if information from the National Identity Register
is disclosed. Similar provisions are found in other pieces of legislation, which involve
the use and storage of personal information by public authorities. Amending the DPA
will ensure that all cases involving the wilful misuse of personal data will be subject to
comparable penalties.

There is growing public concern about the misuse of personal data. Recent cases
such as the HMRC tax credit fraud and the release of personal data by the DVLA to
car parking firms have highlighted the level of public concern and media exposure
that personal information issues generate. Amending the DPA to allow for the option
of a custodial sanction will provide public reassurance that the government is serious
about protecting people from crime and upholding the individual’s right to an
appropriate degree of privacy.

3. Options

Option 1

Do nothing — leave the sanctions available to the court as they are at present.
Option 2

Increase the sanctions available to the court to allow for up to 12 months
imprisonment, on summary conviction, and up to 2 years on indictment.

The government does not believe that it is appropriate to do nothing. It is important
that there is consistency across all pieces of legislation, which deal with offences of
this nature. The current trend to move to custodial sanctions, as highlighted by the
Identity Cards Act 2006 and the Commissioner for Revenue and Customs Act 2005
make it important that the Data Protection Act is amended to allow for comparable
sanctions. Furthermore, it is clear that the current financial sanctions are not, on their
own, a sufficient deterrent to those engaged in the trade in personal information.

4. Costs and Benefits

e Benefits
Option 1

Do nothing — there are no benefits to following this approach.



Option 2

There are two principal benefits to following this approach. Firstly, parity of approach.
It is important that all offences of misusing personal data are punishable to the same
high standards. This proposal will bring the Data Protection Act up to the same
standard as the most recent legislation dealing with similar type offences. Secondly,
deterrence. It is clear from the ICQO's special report that the current financial penalties
are not a sufficient deterrent. A custodial penalty will act as a stronger deterrence to
individuals.

e Costs

Option 1

There would be no associated costs with this option
Option 2

There would be a slight increase in costs with this option on two areas — the Criminal
Legal Aid budget and expenditure on courts, prisons and offender management.

(a) Legal Aid costs

The possibility of a custodial sentence will increase the likelihood of a defendant
receiving criminal legal aid. It is accepted that those cases serious enough to be
prosecuted in the Crown Court will be eligible automatically for legal aid. However,
there have only been four DPA cases in the Crown Court in the last four years.

In considering legal aid for cases in the Magistrates’ courts, it is important to note that
data protection offences are in many cases ‘white collar’ crimes. Defendants are
therefore likely to be more affluent than the average magistrates’ court defendant.
Consequently they are more likely than the average defendant to fail the means test
and be ineligible for legal aid. On this basis, our main assumption is that 50% of
those cases prosecuted in the magistrates’ courts will qualify for legal aid if these
proposed new sentencing powers are introduced. However, for modelling purposes
we will also include ‘worst case’ costs in which all magistrates’ courts cases qualify
for legal aid.

Based on the evidence from the ICO’s report on prosecution numbers over the last 4
years, we can assume for costing purposes that there are an average of four
magistrates’ courts DPA cases per year and one Crown Court DPA case per year.
Discussions with the Information Commissioner’s Office have indicated that this is a
fair assumption to make. The government does not consider that the creation of a
new custodial sanction will increase the number of prosecutions brought forward by
the prosecuting authorities, as it is only the range of available sanctions that will
expand. The nature of the offences themselves will be unaffected.



If we take the ‘best case’ (in terms of impact on legal aid expenditure) to be that the
numbers of cases remain at this level, and the ‘worst case’ to be that they increase
by 100%, it is possible to project the extra burden on the Legal Aid budget.

The following table shows, for the scenarios outlined above:

(a) the cost that would have been incurred by the legal aid budget over the last four
years had these proposals been in place, and projected costs for future years

costs

100% receive legal | 50% receive legal

Vol
year olume aid aid

min (£) | max (£) | Min (£) | max (£)

2 x magistrates'
2002 courts £2.800 | £16,000 | £2,600 | £15,400

1 x Crown Court

7 x magistrates'
2003 courts £5.700 | £18,300 | £3,300 | £16,400

1 x Crown Court

8 x magistrates'

2004 £4.000 | £4.000 | £4,000 | £4,000
courts
6 x magistrates'
2005 courts £6,500 | £38,000 | £5,000 | £31,00

1 x Crown Court

4 x magistrates'
projected [ courts

£4,000 | £17,000 | £3,000 | £16,000
current rates

1 x Crown Court

8 x magistrates'
projected [ courts

£7,500 | £34,000 | £5,500 | £32,000
100% increase

2 x Crown Court




On the basis of the assumptions made, the range of costs which would fall to DCA
via extra burden on the legal aid budget would be between £3,000 and £17,000. If
prosecution rates increase by 100% the extra burden on the legal aid budget would
be between £34,000 and £5,500. The government does not however consider that
the creation of a new custodial sanction will increase the number of prosecutions
brought forward by the prosecuting authorities.

(b) expenditure on prisons and offender management

In considering the impact on expenditure on prisons and offender management the
government considers that only a small minority of offences will be sufficiently
serious to warrant custodial sentences, suspended custodial sentences or
community orders. The government is clear that prison should be reserved for
serious, violent and dangerous offenders. It is expected that the majority of
successful DPA criminal prosecutions will continue to be disposed of with lesser
sentences, as now.

For other offenders the courts have available a range of tough non-custodial
sentences such as fines and community sentences. In addition to fines and custodial
sentences courts will be able to sentence offenders to community sentences. A court
may impose a community sentence on any offender who has been convicted of a
criminal offence, where it judges that the offence is serious enough to warrant such a
sentence.

Community sentences combine punishment with changing offenders’ behaviour and
making amends. It can also encourage the offender to deal with any problems that
might be making them commit crime. Community orders can include up to twelve
different requirements, including unpaid work and curfews.

Recognising the expectation that custodial sentences will only be used relatively
rarely and for the most serious DPA offences, we are assuming for modelling
purposes that 1 defendant (from the projected 5 prosecutions) will receive a custodial
penalty per year. The resulting costs will depend on the length of the sentence
handed down. In order to reflect the full possible range, the following table illustrates
the costs at minimum and maximum sentencing powers in the Magistrates courts.

Minimum Custody Capital costs £4,200
Minimum sentence Annual costs £1,300
is 2 weeks custody

Total
£5,500
(inc. capital)




Maximum Custody Capital costs £27,000

Maximum sentence Annual costs £8,800
is 13 weeks
custody
Total
£35,800

(inc. capital)

Overall potential cost increase

Taking all factors into account it is possible to reach an aggregated potential annual
extra burden. Based on best and worst case scenarios the Legal Aid budget may
increase by between £3,000 and £34,000. The best and worst case scenarios for
prison and offender management expenditure lie between £5,500 and £35,800. If a
single person were to receive a minimum sentence the aggregated total cost (legal
aid plus custodial costs) in a best case scenario would be £8,500. If a single person
were to receive a maximum sentence in a worst case scenario the aggregated total
cost would be £67,800. The potential future cost therefore lies between £4,000
(Legal Aid expenditure only and no custodial sentence) and £67,800 (maximum
Legal Aid and maximum prison expenditure).

Administrative Burdens and Simplification

The Government’s proposed action to extend the DPA and allow custodial offences
does not affect any business that is complying with the requirements of the DPA.

5. Consultation

The Partial RIA accompanied a full public consultation paper ‘Increasing penalties for
deliberate and wilful misuse of personal data.’

In total the Government received 63 responses to the consultation from Government
departments, private companies, local authorities, independent regulators and
members of the public. The majority of responses (to question 1) 95%, were
supportive of the Government’s proposal to introduce custodial penalties to section
60 DPA to enable the court to have these penalties available when sentencing those
found guilty of the wilful misuse of personal data.

The remainder 5%, were concerned about a range of issues; including the adequacy
of current penalties, the right to freedom of speech under Article 8 of the European



Convention of Human rights, the suitability of the DPA for the introduction of custodial
penalties, and the number of prosecutions under the DPA. These are covered in
detail in the response paper.

Two comments were received about the RIA. The stakeholders commented on the
RIA’s assessment of the benefits to the proposal, and how any increase in the
number of prosecutions would be offset by a corresponding decline in prosecutions
under other legislation.

6. Race Equality Impact Assessment
These proposals will not have any effect on race equality.
7. Judicial Impact Assessment

There will be minimal impact on the judiciary in the form of training and awareness
for the new custodial sanctions. It is not anticipated that there will be any rise in the
number of prosecutions and consequent extra demand on judicial resources.

8. Small firms impact test

The small business services were consulted. There will be no additional impact on
small firms. The proposals will not make any further demands on businesses than
are currently imposed by the Data Protection Act 1998.

9. Competition Assessment

There will not be any greater impact on any particular business sector. The proposals
will not make any further demands on businesses than are currently imposed by the
Data Protection Act 1998.

10. Enforcement, sanctions and monitoring

The enforcement and sanctions are to be delivered and regulated by the Information
Commissioner. The CPS can also prosecute these offences. There are no changes
to the way the Act is enforced, as the amendment will not create any new offences.

11. Implementation and delivery plan

The Government will seek to introduce legislation as soon as parliamentary time
allows.

12. Post-Implementation Review

We will keep the operation of the custodial sanctions under review, and monitor their
efficacy as a deterrent.



13. Summary and Recommendation

The Government is proposing to amend the DPA to include custodial sanctions for
offences committed in relation to misuse of personal data. For the reasons set out
above and in the consultation paper, the Government believe that Option 2, to make
changes to the penalties for offences committed under section 55 of the DPA,
represents a fair and balanced approach to these issues.

14. Declaration and publication

| have read the regulatory impact assessment and | am satisfied that the benefits
justify the costs.

Baroness Ashton, Parliamentary Under-Secretary of State, Department for
Constitutional Affairs.

Contact point for enquiries and comments:
Carl Pencil, Information Rights Division

6™ Floor Selborne House

London SW1E 6QW

020 7210 8916
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